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The success of biometric applications is particularly dependent on the interoperability of biometric systems. Deploying these systems requires a comprehensive portfolio of biometric standards developed in support of interoperability and data interchange.
ISO/IEC standards
The international standards development body responsible for developing a comprehensive portfolio of biometric standards is ISO/IEC JTC 1/SC 37 -Biometrics, a Subcommittee of the Joint Technical Committee 1 of the International Standards Organization/International Electrotechnical Commission (ISO/IEC) [1] . The Subcommittee operates under the principles of international standards development based on three key ISO principles: consensus, industry wide representation, and voluntary standards. Within its portfolio of development projects, JTC 1/SC 37's scope of work includes the development of biometric data interchange formats for a number of biometric modalities and their associated conformance testing methodology standards. Figure A. 1 depicts the roadmap of the "first generation" (1G) of biometric data interchange formats and associated conformance testing methodologies developed or under development in this Subcommittee. The 1G biometric data interchange formats are specified in binary encoding. As shown in the roadmap, these data formats and most of the associated conformance testing methodologies are published (as indicated by the publication year).
Figure A.2 depicts the "second generation" (2G) of biometric data interchange formats and associated conformance testing methodologies. The 2G data interchange formats (most of them have been published) are specified in binary encoding. As shown in the roadmap, amendments to most of the 2G standards are being developed to specify the equivalent Extensible Markup Language (XML) encoding formats. The 2G conformance testing methodologies target the binary encoding formats. The Subcommittee recently initiated the development of the equivalent testing methodologies for the XML encoding formats specified in the 2G data interchange formats.
ANSI/NIST-ITL Standards
The AN-2011 specifies two data encoding formats: Traditional format and National Information Exchange Model (NIEM)-conformant XML format. New modalities (DNA and plantars) were added as new record types. The extended feature set was added to Record Type 9; Record Type 10 was extended to include all body part images and to include anthropomorphic image markups; and compact iris image storage formats were introduced. There were substantial metadata upgrades as well, including geographic location, data handling logs, original source and associated reference data. Information assurance capabilities were added as Record Type-98. The existence of biometric standards alone is not enough to demonstrate that products meet the technical requirements specified in the standards. Conformance testing captures the technical description of a specification and measures whether an implementation faithfully implements the specification. Conformance testing provides developers, users, and purchasers with increased levels of confidence in product quality and increases the probability of successful interoperability.
Although no conformance test can be comprehensive enough to test all the different combinations of mandatory requirements of a standard and all possible combinations of conditional and optional characteristics that could be included in the standards, a well-designed conformance test tool that faithfully implements a standard conformance testing methodology could raise the level of confidence on the test results. Therefore, a set of implementations tested with such a tool (and reported to be conformant to the standard), will be more likely to conform to the standard.
The Computer Security Division (CSD) of NIST/ITL supports the development of biometric conformance testing methodology standards and other conformity assessment efforts through active technical participation in the development of biometric standards and associated conformance test architectures and test suites. NIST/ITL CSD develops these test tools to support users that require conformance to selected biometric standards and product developers interested in conforming to biometric standards by using the same testing tools available to users. Testing laboratories can also benefit from the use of these test tools. These efforts support the possible establishment of conformity assessment programs to validate conformance to biometric standards. For transactions that include record types other than those listed above, the presence of the records is reported (including record length), but no conformance testing is performed. The following is a list of the available test tools and the relevant standards used in their development. 
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First Generation (1G) of ISO/IEC Data Interchange Formats
Roadmaps of Conformance Test Tool Developments
Annex B discusses roadmaps of the development of conformance test tool designed to test implementations of a number of biometric data interchange formats. In addition to identifying the existing tools included in BioCTS 2012 for both ISO/IEC standards and ANSI/NIST-ITL 1-2011, plans for further tool developments are addressed. The plans for further development include a revised version(s) of BioCTS 2012 for AN-2011 that provides tests for additional Record Types (e.g., DNA, Dental, Voice) and the NIEM-XML encoding; additional biometric data interchange formats developed by ISO/IEC Joint Technical Committee 1 Subcommittee 37 (JTC 1/SC 37) for both binary encoding and XML encoding; and test tools for additional PIV profiles of biometric data interchange standards specified in NIST Special Publication 800-76-2 (currently a draft publication) [5] . These roadmaps are depicted in 
General Header
Representation 1 Record Type-1 is required and shall always be the first record within the transaction. In addition to Record Type-1, the standard requires that there shall be at least one other record type included in the transaction. There may be multiple records in a transaction of each record type other than Type-1. A record is comprised of fields. Each field is assigned a number, a description, and a mnemonic (e.g., Field 10.020: Subject pose / POS).
NIST/ITL BioCTS 2012 Design 2.2
The software developed for both architectures (BioCTS 2012 for ISO/IEC and BioCTS 2012 for AN-2011) was developed in C# using the Microsoft® .NET 4.0 Framework. The programming paradigm chosen was Object-oriented programming (OOP) which uses objects (data structures consisting of data fields and methods together with their interactions) that are instances of classes (which contain definitions for creating instances of objects -referred to as class instances, class objects, instance objects or simply objects). A class defines constituent members which enable its instances (objects) to have state and behavior. Classes were used to define each component in the BioCTS architecture.
Despite differences in their structure, the major design philosophy for both Conformance Test Architectures and their Conformance Test Suite(s) is the use of encapsulation and polymorphism. Generally, encapsulation is a term used to describe how access to objects' data is restricted, and polymorphism allows different data types and objects to be treated uniformly in code using interfaces. Encapsulation was used in NIST/ITL BioCTS 2012 to bundle data with its testing methods and to restrict access to other components of the same level as much as possible. Since the components do not know about other components at the same level, they do not rely on them to function properly. Given two fields, F 1 and F 2 contained in the same record, F 1 cannot access any of the contents of F 2 and vice versa; however, the record that contains them can access the contents of both fields. The same can be said of two records contained within the same transaction. Neither record can access the contents of the other, but the transaction that contains the records can access the contents of both. This independence among components allows immediate testing of the code rather than waiting on dependent modules to be completed. The current version of BioCTS does not perform Level 3 conformance tests but it is designed to incorporate this level of testing at a later time. Every test in BioCTS 2012 returns a "Result", which contains a Test Level, Test Message, Test Name, and an "eResult". Figure 2 -3 depicts the "Result" class. Some enumerated types such as "eLevel" and "eResult" were created to standardize these values throughout BioCTS. Parse-level tests defined by the "eLevel" enumerated type shown in Fig.  2-4 are performed before all other levels of testing. In addition to "Pass"/"Fail", the test results provide "eResult" values ranging from "Ok" to "Critical Error". 
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Data Structures and Parsing of Binary Files Specified by JTC 1/SC 37
The ISO/IEC 19794-x series of "1G" standards specifies binary encoding only. The Second Generation of these standards specifies both a binary format and an XML format in standards amendments.
Unlike parsing binary files, parsing XML is well-defined and streamlined. Without set markers, or tags, parsing of binary format files relies on field length as defined in the standards. Thus, optional and variable-length fields present challenges during parsing. The ISO/IEC biometric data interchange formats standards specify that the Biometric Information Data Record can contain multiple Views/Representations. A Representation has specific information about the biometric sample that was captured. It is made up of multiple Fields, collected in a List.
Figure 2 6: "Header" Class
The Representation class shown in Fig. 2-7 , has the ability to perform Level-2 tests from its Test method and can perform any Level-2 test that requires only Fields from that Representation (e.g., comparing the Image's internal width/height vs. the representation's specified width/height).
Figure 2 7: "Representation" Class
Some of the ISO/IEC standards specify that a Representation has Extended Data to accommodate annotations or vendor specific information. BioCTS 2012 has an optional area to parse Fields within an Extended Data area. Extended Data areas are very similar to Representations and Headers, in that they have a collection of Fields and a Test() method.
Figure 2 8: "Data Format" Class
The DataFormat class, depicted in Fig. 2-8 , is the main class for a Conformance Test Suite (CTS). The ISO/IEC data interchange format standards specify that there is one Header and multiple Representations, and this is reflected in the DataFormat class. There is a single Header (GeneralHeader), and a List<Representation> (list of Representations). Since the DataFormat class shown in Fig. 2-8 is the main class for a CTS, its Parse method is the first method called when testing an implementation, as shown in the pseudo code below. The challenge of parsing binary files can be minimized through careful software design, but not completely mitigated. For example, given a field length of 4 bytes and the hexadecimal value 0x46 49 52 00 30 33 30 00 00 00 97 00, the first three fields would appear as: 0x46 49 52 00 (Format Identifier) 0x30 33 30 00 (Version Number) 0x00 00 97 00 (Record Length -incorrect: should be 0x00 00 00 97)
In this case there is a missing byte before the value "97". This error is not discovered during parsing, but rather during testing -when the Record Length specified does not match the Number of Bytes Read (a Level 2 test).
Each of the class types defined thus far contain a Test() method. BioCTS takes a top down approach to testing, similar to that of its parsing. transaction. An Information Item may access only its own content and not that of any other structure. An Information Item has the ability to test itself, using its Test() method. "Field", "Subfield", "InformationItem", and "BinarySubfiled" classes used in BioCTS for AN-2011 are depicted in Fig. 2-12 Field 1.001 is the length of the Type-1 Record and Field 1.003 describes the other record types within the transaction. After getting these two bits of information, the Pre-Parser skips to each record's first field to record their length. The end result is a TOC where each entry has a Record Type Number, IDC Value, and Record Length (in bytes).
Biometric Information Records
After these two operations are completed, a test to ensure that the summation of 
Parse Fields and Records
After Pre-Parsing is complete, the types and lengths of all Records in the Transaction are known. The Transaction data is split according to each Record's specified length, creating a list of records (List<Record>). Each Record is passed a portion of the Transaction's bytes, which it uses to create a list of fields (List<Field>). Each Field has a list of Subfields (List<Subfield>), and each Subfield has a list of Information Items (List<InformationItem>). The following pseudo-code describes this program flow. 
Note: Every field is parsed as having subfields with information items, even fields that ANSI/NIST-ITL 1-2011 specifies as having no subfields and fields that ANSI/NIST-ITL 1-2011 specifies as having subfields which contain no information items. This intentional change was made for parsing consistency and because of the observation that there is no difference in encoding between a field with one subfield or information item and a field containing simply data.
Parse Fields and Records Program Flow
Testing
Testing can begin only after parsing is successfully completed. Testing is performed in isolation when possible following this approach:
Transaction-Level Testing: Needs information from more than one Record 
BioCTS 2012 for AN-2011 Testing Exceptions
Any tests implemented in code that differ from the requirements defined in the ANSI/NIST ITL-2011, or any requirements untested are considered "exceptions". The CTS contains two types of test assertion exceptions: Record-Type Limitations and Requirement Limitations.
Record Type Limitations
The In addition, some fields are supported for all Record Types due to structural requirements and interfield dependencies: 
